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Outline

Â Wireless VoIP

Â IPv6 Solutions and Transition

Â SIP Security



Wireless VoIP
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Introduction to wireless VoIP

Â Voice over Wireless LAN expands the capability of 

Wireless LANs

Â Wireless VoIP is a natural extension of VolP

Â Wireliess VoIP is the added feature which will 

enable users to make phone calls using this mobile 

internet access
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Introduction to wireless VoIP

Â VoIP and Wireless LAN

Â VoIP

Â SIP, RTP, H.323

Â Wireless LAN

Â WiFi : 802.11a/b/g

Â WiMAX : 802.16

Â 802.20
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Introduction to wireless VoIP

Â Wireless VoIP Protocol stack
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Why wireless VoIP?

Â Low cost

Â Free Charge of ISM Band

Â ISM band : free (2.4-2.4835 GHz)

Â 3G band : NTD 10 Billion

Â Inexpensive network deployment

Â Reuse of existing network, and easy to setup

Â Low cost of Access Point VS. High cost of Base Station
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Why wireless VoIP?

Â Low complexity

Â Centralized architecture in cellular network

Â PBX contains most intelligence of the network

Â Hard to maintain the proprietary system

Â Decentralized architecture in VoIP network

Â Intelligence are implemented in User Agent

Â Easy for maintenance
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Why wireless VoIP?

Â Low transmission power

Â Small coverage of the AP, small transmission power 

needed

Â GSM: 500mW ~ 2W

Â WLAN: < 100mW

Â Easy for providing value-added service

Â Voice and data service is integrated into VoIP

Â Flexibility of SIP protocol
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Why wireless VoIP?

Â Market trend

Â Voice over WLAN market will reach $507 million

(end user revenue) by 2007 (In Stat/MDR)

Â Voice over WLAN handset will grow by more than 89 

percent annually until 2007 when there will be more than 

653,000 (On world)
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Requirements of wireless VoIP

Â Performance

Â Voice quality must be as well as wired network

Â Delay >100 ms is sensible by human

Â Low latency : <50 ms latency is recommended

Â Reliable transmission over wireless channel

Â Low packet lost rate

Â User mobility management

Â Support roaming between wireless network
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Requirements of wireless VoIP

Â Capacity management

Â Heavy traffic load increase packet lost rate and latency

Â Number of Users must be controlled

Â Channel assignment

Â 11 channels in 802.11b

Â Manage operating channel among adjacent Access Point
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Requirements of wireless VoIP

Â Security

Â Data ciphering

Â Wireless channel is insecure

Â Data over wireless should be protected

Â AAA

Â Authentication : legal user identification

Â Authorization : different service levels 

Â Accounting : billing statistics

Â Location Tracking
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Challenges of wireless VoIP

Â Due to the requirements of wireless VoIP, several 

issue should be solved

Â User Mobility Issue

Â Power Consumption Issue

Â Security Issue

Â QoS Issue

Â Capacity Issue

Â Other Related Issue
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Challenges of wireless VoIP

Â User mobility

Â User mobility is an important feature of wireless VoIP

Â Concern on two factors
Â Handoff latency

Â Packet lost rate

Â Seamless handoff
Â Fast handover : reducing handoff latency

Â Smooth handover : reducing packet loss during handoff
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Challenges of wireless VoIP

Â Power consumption issue

Â Limited battery power available at mobile device

Â System

Â CPU, Memory, LCD, DSP/Codec

Â WLAN

Â Physical Layer: Radio Frequency

Â MAC Layer: 802.11a/b/g, 802.16, and 802.20é

Â Network Layer: TCP/IP
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Challenges of wireless VoIP

Â Security issue

Â Data ciphering

Â WEP, 802.11i

Â AAA (Authentication, Authorization, Accounting)

Â 802.1x, RADIUS, DIAMETER
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Challenges of wireless VoIP

Â QoS issue

Â Voice quality is depend on the delay and loss rate of 

packets

Â No QoS guarantee in legacy 802.11 DCF, since each 

mobile device contends for the channel by using 

CSMA/CA

Â There are some proprietary QoS schemes proposed, but 

QoS is still an open issue
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Challenges of wireless VoIP

Â Capacity Issue

Â Voice quality is a key component of voice service (real-
time, high throughput)

Â CSMA/CA mechanism limits the max number of 
subscribers under the AP
Â A VoIP streams typically requires less than 10Kbps

Â Ideally, the number of simultaneously VoWLAN sessions is  

Â 11M / (10K * 2) = 550

Â However, the maximum number of VoIP sessions is about 12 if 
GSM 6.10 (13.2Kbps) is used
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Challenges of wireless VoIP

Â Other Related Issue

Â Codec Compression

Â The ability to maximize the wireless bandwidth for voice, 

intelligent use of compression codec is important.

Â Often require hardware assist, the target device is hardware 

dependent and needs to be specially designed
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Challenges of wireless VoIP

Â Other Related Issue

Â Combine WLAN and Cellular

Â WLAN

Â High bandwidth, Low Cost, Multimedia

Â Service, Video Phone

Â Cellular

Â Large Coverage, High Mobility, Mature

Â Billing System, Popularity
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Challenges of wireless VoIP

Â Other Related Issue

Â Combine WLAN and Cellular
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Summary for Wireless VoIP

Â The existing wireless VoIP solutions may not be 

robust and reliable enough to support deployment for 

a large base of users

Â QoS of wireless VoIP is always an open issue 

Â Security and Capabilities for fast handoff  between 

APs still needs improvement



IPv6 Solutions and Transition


